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Security Procedures

Objectives
Add a New User
Update User Information
Move a User to Another Organization
Update Staff Security Access
Reset Passwords
Expire a User
Re-assign Queries
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HIiCAMS

Security Procedures

HICAMS Security Officers are responsible for entering New Users into
HiICAMS. If users require the ability to log in and enter data in HICAMS,
they must be assigned a login.

Note: Remember that even if a user has been added to the Staff List and
assigned a login, it is not until the Information Systems Liaison is notified of
the new user that the account will be activated.

Complete the Client ID Request Form:

Step 1.

Step 2:

Note: This functionality is available to all HICAMS users. This form is emailed to
your Security Organization's HICAMS Security Officer or the appropriate
Information System Liaison.

To access this form on the Internet;

1

From HICAMS, click the HICAMS Homepage icon on the toolbar. The web
browser opens to the HICAMS homepage.

Click Change Request Forms.
Using your Netscape Logon and Password, login to the Request Form portal.

Choose the HICAMS User Request Form. The HICAMS User Request Form
displays.

Complete the online form and submit via the web page.

Add the new user to the HICAMS Staff List;

1

Note: This functionality is only available to staff assigned as Security Officers ﬁ

In HICAMS, Select Admin.® Security. The HICAMS Security window
displays:
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2 Organizations I“Gruups 1 25 Categories |
Security Organization Expiration =
@[ Maintenance [127z172075|

vl Rights & Business Developmen 12/31/2075
‘Dunslructmn uUnit 12/31/2075
‘Conrract Manitaring 12/31/2075
(Contractual Services 12/31/2075
‘Deswgn Services 12/31/2075
‘DMSiUﬁ 1 12312075
Division 2 12/31/2075
‘DMSIDH 3 12/31/2075
‘DMSiUn £ 12312075
Division & 12/31/2075
‘DMSiDﬁ 3 12/31/2075
Division 7 12/31£2075
‘D\wsmh g 12312075
‘Dw\sinn ] 1213172075
Division 10 12/31/2075
Division 11 12/31/2075
‘Dw\sinn 12 12/31/2075
Division 13 12/31/2075
Division 14 12/31/2075

110 20 of 62 rows -

1 | L'_I

Staff

Filter Status: | . Active -

10

Search Staff

E=l Beach, Robbie B

% Bennett, Dennis K
# Brown, Roger A
% Byrd, Barry L

<& Cantrell, Walter G
& Caody, Wayne

<& Cole, Todd

% Conner, Ronald L
<5 Couch, Jamie K
# Davenport, Terry E
4% Dunlow, Zebulon S

1o 10 of 32 rows
4

Security Group
Bridge Maintenance
Eridge Maintenance
Bridge Maintenance
Ericge Maintenance
Bridge Maintenance
EBridge Maintenance
Bridge Maintenance
Bridge Malntenance
Bridge Maintenance
Bridge Maintenance
Bridge Maintenance

Office Locatien =

Bridge Maintenance - Raleigl G

Resident Engineer - North W B
Bridge Maintenance - Raleigl B
Bridge Maintenance - Raleigl G—
Asheville IAS B
Bridge Maintenance - Raleigl B
Bridge Construction Enginee B
Bridge Maintenzance - Raleigl G
Resident Engineer - Statesvi B
Bridge Maintenance - Raleigl G
Bridge Maintenance - Raleigl G

»

Security Officers

Name
@ Champion, Francis N
ﬁ Daniel, Abby H
£ Willis, Watasha v

IH.uanfamws
4

Security Group Security Organization
MET Field Section i
ME&T Field Admin ME&T Field Section Figl
MET Field Materials Inspecto MET Field Section Fig|

2 Select the Security Organization for which you are Security Officer from

the left side panel.

A list of users included in the organization selected displays in the staff
section of the window (upper right panel).

A list of Security Officers for the selected organization displays in the
Security Officer section of the window (lower right panel).

Note: You only have security authorization to update, modify or expire staff
records that are assigned to your organization; should you select another
organization, you will only be able to view the staff list.

Right-click in the right panel of the window and select “New Staff” from

the pop-up menu that displays. The Staff - New window displays:
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|
General |Address |
—DOT —HICAMS Security
SSN: [-— Organization: |Eridge Maintenance |
Last Name: | Gmup:l LI
First Name: |
Middle Name: l— Expiration: IW @I
Nick Name: l—
Display Name:l T‘:‘::llg; O L.I,_:is,:; 00000000
—Non-DOT
Jab Title:l LI Produt_:en’ |ﬂ
User ID: l— Supplier:
Office: | LI Other @I
Alt Office: [{Tone) =] Come=ny
Division/Unit: lm Technician 1D:
Supervisor: | |§I Supervisor: | @I
Uit Title: | =
Mobile Phone: || ) -
Pager Phune:l( To- F'IN:l Notif Proxy:

4 Enter the Social Security Number, Last Name, and First Name of the new user.

5

After the First Name is entered, a Pop-up window may appear if the system
detects there may already be a record similar to the record being entered:

e List of similar staff records I

The following record(s) are similar to the record currently being entered.

IF the user being entered iz listed below and needs to be updated, contact the appropriate organization.
IF the user is within your security organization. make the updates as necessarny.

To continue saving the new record for a new user, click Cancel.

LlSll General | Address |

Name Office Location Job Title User 1D Display Name Nick Name SSN
Warnar, Deirdre Harrington Street Production Suppart  |dwarner Deirdre Warner 000-00-0000
Specialist

I"l 4 1 of 1 Rows 0y oK Cancel

If the record you are entering already exists, select from the list by
highlighting the appropriate row and clicking OK. You are then taken to
that user's record. If the User belongs to a different Security Organization
than yours, contact your Information System Liaison to have him/her
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moved to your organization. You will then be able to update the record with
the current information.

Nick Name: (optional) 6
Enter a name that other
users may be more
familiar with.

If the user is not found, simply click Cancel and continue to add the
new record:

General |Addrass |

Display Name: How
your name will be —DOT

—HIiCAMS Security
displayed on printed SSN:W Organization:lHiCAMS Team ;I
reports, etc. Last Name: [#amer Group: TEG—————— ~
First Name: [Deirdre
User ID: The HICAMS Middle Name:[ Expiration:lW@l
Client ID is usually Nick Name: [ Revoke L
the first initial and last Display Name: |Deirdre Warner Access: || Login: 00/00:0000
name of the user . For
—MNon-DOT
example: Edward Job Title: = Pmducw‘ ‘ﬂ
Brown has the User ID UsertD:[ Supplier:
ebrown. The Client ID Office: | = Other 2
should match the user's Alt Office: [{Fone) = Company:
Network and email Division/Unit: [(Mone) = Technician 1D:
login if possible. Supervisor: | ) % ] E
Title: Title: | E=
Non-DOT  Company:
Enter employer name MubilaBhaned) ) -
(for use when user Pager Phone: || ) - PIN: | Notif Proxy:

being entered is a
technician, etc., who is
not employed by the
DOT).

7 Be sure o enter a Staff Mailing Address for Certification mailing
purposes. Also, all users assigned to the Resident Engineers and RE Tech
Staff Security Groups should have their email address entered to allow them
to access the DBE Payment Tracking System.

8 When all required information is entered, click OK.

Note: Remember that even if a user has been added to the Staff List and
assigned a login, it is not until the Information Systems Liaison is notified of
the new user that the account will be activated.

Note: This functionality is only available to staff assigned as Security Officers ﬁ

Step 1:  Locate the staff record that requires updating:
1 Log onto HICAMS or Vendor.

2 Select the menu item Admin.® Security. The HiCAMS Security window
displays.
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3 Select your Security Organization on the left side panel.

4 In the right panel, select the name of the user whose information you are

changing.
Last Name: lJOYNER‘ Office Category: |(All) -
Job Title: |(AH) LI Office Location: (All)
Status: | (Al
R ) ~ Retrieve

Staff List |

Name Office Location Job Title Security Organization User 1D Nick Name
Joyner, Andre E Resident Engineet - Mcleansv Construction Technician Division 7 ajoyner
Joyner, Brandon Generic Producer or Supplier Producer Technician Mon-D0T Tech (| - M) 53439notasgn
Joyner, J. 5 Generic Producer or Supplier  Producer Technician Mon-DOT Tech (| - M) 11366notasgn
Joyner, Jr., Leroy Generic Producer or Supplier Producer Technician Mon-DO0T Tech (| - M) 52784notasgn
Joyner, Michagl Generic Producer or Supplier  Producer Technician Mon-D0T Tech (| - M) 51550notasgn
Joyner, Milton E Resident Engineer - Ahoskie  Lead Project Inspector Division 1 trEjoy e
Joyner, Milton E Generic Producer or Supplier  Producer Technician MNon-DO0T Tech (| - M) 5117 2notasgn

Joyner, Scott J Generic Producer or Supplier General DOH Technician General DOH Tech (| - M) Jo6dnotasgn
Resident Engineet - R ille truction Technician |D 4 g

Cancel

Step 2:  Update the users information: :

A HICAMS Security =10 %

Z=0rganizations |Groups |=§Categories |

Security Organization Expiration | Staff
|Br\dge Maintenance 12/31/2075 Filter Status: ITH

|E\vi| Rights & Business Developmen 12/31/2075

i- Search Staff

|Cnnstructlnn Unit 12/31/2075 C
|Cun[racl Monitoring 12/31/2075 & Lacerda, Charlene E RE Tech Staff Resident Engineer - Nashwille C
|CDnlraEluaI Services 12/31/2075 & Lamm, Frankie W Project Inspectors Resident Engineer - Nashwille C
|Desngn Services 19/31/2075 & Lancaster, Shannon C Gen?eral DOH Tech (A- B) Resident Eng!neer- Mashwille C
|D\VI$IOH 0 BRI 2 Lane, Anthony H Project Inspectors Resident Engineer - Smithfie C
R — % Lee, Jason M Project Inspectors Resident Engineer - Smithfie CJ
pvision gl & Lews, Jimmy L Project Inspectars Resident Engineer - Nashwille C
|DM5"Gn 3 12/31/2075 & Liverman, Charlie J Project Inspectors Resident Engineer - Wilson C

@‘II & Long, Jr., James M Project Inspectors Resident Engineer - Nastwille C
Division 5 12/31/2075 & Long, Jr., William L Project Inspectors Resident Engineer - Wilson C
|Dw|smn 3 12/31/2075 % Manning, Daniel B Project Inspectors Resident Engineer - Nashwille C
[ivision 7 12/31/2075 .Isﬁ DEA Er T s |
|Dw|smn 3 12/31/2075 = =

- Security Officers
|D\VI5I0n ] 12/31/2075 Name ERETRTE
|D\V|smn 10 12/31/2075 7
|D‘Vi3'U” " 12/31/2075 4 Sullivan, Ralph Division Staff Division 4 Div|
|D\visinn 12 12/31/2075
|D\VI5IDH 13 12/31/2075
[Pivision 14 12/31/2075
110 20 of 62 rows - 1to 2 of 2 rows
< » 4 | +
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1 Right-click on the highlighted name to display the shortcut menu.

2 Choose “Staff Properties” from the pop-up menu that displays:

Find... Ctrl+F
Sort..,

select al CErl+d
Deselect All Ctrl+Dr
Mew Staff

staff Properties

Change Staff Security

Activate Staff
Expire Staff

Rezet Passwaord

Reasszign Queries

3 The Staff window displays the properties for the user:

General | Addess |

~DOT

SSN:| - -

Last Name: [Joyner

First Name: I‘\/\/\Hiam

Middle Name: |3
Nick Name:

Display Name:[\l\lw\liam 5. Joyner

Job Title: |C0nstru:tmn Technician

User ID:

offee

Alt Office: [(None)

Division/Unit: [(Mone) = Technician ID:

L1«

Supervisor: |

| 2

Title:

Mobile Phone: [ 1 -
PagerPhune:l( 1 o- PIN:|

— HiCAMS Security

|

Organization: IDivismn 4

Group: |

Expiration: [12/31/2075 @l

Revoke Last
Access: D Legin; 00000000

Bl
El

—Non-DOT

Producer/
Supplier:

B

Other
Company:

7

Supervisor:l

Title: |

e

Notif Proxy:

LCancel |

4 Change all applicable fields on the General and Address tabs.

5 Click OK.

Note: This functionality is only available to staff assigned as Security Officers ﬁ
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Step 1:  Locate the staff record for the user:

1

In HICAMS, select Admin. ® Security. The HiCAMS Security window
displays.

Select your Security Organization on the left side panel.

In the right panel, select the name of the user whose information you are
moving.

Step 2:  Change the user’s security organization:

1

Right click on the user’s name and select Staff Properties from the menu.
The Staff window displays.

Click the drop down menu and select the new Security Organization — or -

Drag and drop the user name from the right column to the appropriate
organization on the left column.

Note: When this step is complete, you will no longer have the security access to
change the staff record of this user. If the record needs to be changed at this
point, contact the security officer for the user's new organization (click the
Security Officer button on the HICAMS Home Page for a list) or the
appropriate Information Systems Liaison:

Contact the Construction Unit at 919-715-4085 or the Materials and Test Unit at 919-
329-HELP (4357)

Note: This functionality is only available to staff assigned as Security Officers ﬁ
Changes to a user's security group should only be made with approval from
the user's supervisor. Most requests for access to additional functional areas
can be handled by assigning the user to a different Security Group. Contact
you Information System Liaison for assistance in determining the correct
Security Group for your users. The following instructions are for changing
individual Security Tags.

Step 1:  Locate the staff record for the user:

1

In HICAMS, select Admin.® Security. The HICAMS Security window
displays.

Select your Security Organization on the left side panel.

Locate the name of the user on the right and highlight the name.

Step 2:  To change security tags of a user:
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1 Double-click on staff name or right-click and select Change Staff Security
from the shortcut menu that displays. The Staff Security window displays:

I Revoke Access: | |
Object Description Category Staff Level | Group Level  Default Level | i’
Access To All Multi Sample Repaorts Waterial Testing No Access
Access to Density module Density Modules UpdT Inguiry
Access to Technician Certification Wendor System Inguiry
Action Code Code Tables m Inguiry
Address Type Code Tables ] Inguiry
Anti-Strip Product Codes Code Tables Inguiry
Asphalt Mix Design - Asphalt Lab Comment Asphalt Mix Design Mo Access
Asphalt Mix Design - Maintenance Asphalt Mix Design Inguiry
Agphalt Mix Design - Pavement Section ApprAsphalt Mix Design Mo Access
Asgphalt Mix Design - Search Asphalt Mix Design Inguiry
Asphalt Mix Designs Query Toal Inguiry
Autharizing Lab Type Code Tables Inguiry
=l
0K | Cancel |

The following is a brief description of the Staff Security window:

Obiject Description A description of the security object as it relates to the window or

function that is being protected by this security.

Category A method of grouping security objects together to make it easier
to find them in the security systems.

Staff Level Displays the access level of the staff members.

Group Level Lists the access level for the group the member is a part of.

Default Level Shows the default level of security given to a security object. It

can only be Inquiry or No Access. If you add a user to the system
and do not give it a group authority or a staff-level authority, it
takes this default authority.

2 Select an object in the Staff Level column to change the rights. (Use the scroll
bar to find the correct object.)

3 Click on the drop down box in the Staff Level column.

4  Select the rights you want the staff members to have:

No Access — Unable to view window.
Inquiry — Able to view data.
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| Update — Able to enter data.

5 Click OK

Note: Confirm your changes with the staff member andask them to verify their
access in HICAMS. If their access is incorrect, you may have updated their
rights for the wrong object. Contact your Information System Liaison for
additional assistance with this task.

Note: This functionality is only available to staff assigned as Security Officers ﬁ

Step 1:  Locate the Staff Record for the user:
1 Logonto HICAMS or Vendor
2 Select Admin.® Security. HICAMS Security window displays:
[eoricans -t LSRN ERNEL RS E R R P BEES

File Functions Inguiies References  Admin Tools  Window  Help

JI = H ? A2 | és | 7@ @ M’E Training Environment

s HICAMS Security

Hﬁmups | &% Categories

Security Organization Expiration | | [ Staff

Bridge Maintenance 5| of Filter Status: I o Active 'I Search Staff |
JgfRights & Business Developmeq 12031/2076| 0 Difioe Looation =
[Conztruction Unit 12/31/2075| 0 o
[Centract Manitaring 12/21/2075| 0 ke - [@ene
[Cantractual Senvices 1212075 0 % |Bennett, Dennis K Bridge Maint: Bridg

5 |Brown, Rager A Bridae Maintznance State Bridae Maintenance - |Bridg
[pesign Senices 1263102076 | 0 - -

2 |Byrd, Bary L Bridge Maintznance State Bridge Maintenance - | Sens
[pivision 1 IHENEDS O % |Cantrell, Walter & Bridge Maintenance Ashevillz 145 Bridg
[pivision 2 12/31/2075| 0 2 |Cody, Wayne Bridge Maintznance Sate Bridge Maintenance - |Bridg
[pivision 3 12/31/2075| 0 2 [Cole, Todd Bridge Maintenance Bridge Construstion Engined Bridg
bivision 4 EEilEE © 3 |Conner, Renald L Bridgs Maintznance State Bridgs Maintenance - |Gene
ivison 5 TG % |Couch, Jamie K Bridgs Maintanance Resident Enginear- Statesvi Bridg

% |Davenport, Temy E Bridge Maintznance State Bridge Maintenance - | Gene
‘Dimsion L] 12531/2075| O 1 to 10 of 36 rows -
[pivision 7 12/31/2075| 0 4 2 K >
[pivision & 12/31/2075| 0 — Security Dfficers
[pivision o 12/31/2075| 0 Name Sacurity Group Security Organization
Pivizion 10 1212075 | 0 @l Champion, Francis N | M&T Field Gtructural Memb{MA&T Field Section Bluz Rid
[Brvision 11 EEiEEE G = Daniel, Abby H MET Fild Admin Field Se

— 2 Williz, Watasha MET Fizld Materials Inspect|M&T Fisld Saction Fiald Se
[pivision 12 12/31/2075| 0O L
[pivizion 13 12/21/2075| 0O
1 t0 10 of B4 rows Iﬂ 1103 of 3 rous
il | » 0l | H =
<] | B

|Ready 1. For assistance call 1-8

3 Select your Security Organization on the left side panel.

4 In the right panel, select the name of the user whose information you are
changing.

Step 2:  Reset the Password:

1 In the Staff section on the right, right-click the name of the user whose
security password is to be reset. A short cut menu will display.
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2 Choose “Reset Password” from the pop-up menu:

Find... Chrl+F
Sort...

Select Al Cirl+,
Deselect 2l Cirl+D
Mew Staff

Staff Properties
Change Staff Security

Activate Staff
Expire Staff

Reassign Quernies

3 The Reset Password windows displays the following message for the staff
whose password you are about to reset:

Reszet Password |

YWou are about to reset password for 'dbyrd’.
Do pou wizh o continue?

Tes | Ma I

4 Click the YES button.

5 The following message confirms password has been reset:

Reset Password x|

@ Pagzword for 'doyprd’ hag been reset to 'dbprd’

During the reset process, HICAMS may display the following error message:

Reset Password

@ Rezetting paszword action failed. Pleasze contact the hicams helpdesk.

In most cases, HICAMS will display this message if the client’s password has
never been changed from the original (default) password.

6 Request that the client attempt to login to HICAMS using the default
password (normally the same as the userid). If client is still unable to
successfully log into HICAMS, contact the appropriate Information Systems
Liaison (Construction Unit at 919-733-2210 or the Materials and Test Unit at
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HiICAMS Security Procedures
919-329- 4357) for additional assistance.
Note: This functionality is only available to staff assigned as Security Officers ﬁ
Step 1:  Locate the staff record for the user:
1 Log onto HICAMS or Vendor.
2 Select Admin. ® Security. HICAMS Security window displays.
3 Select your Security Organization on the left side panel.
4 In the right panel, select the name of the user whose staff record you are
expiring.
Step 2:  Expire the user:
1 Right click on the user name and select Expire Staff from the shortcut menu.
The user will be removed from the Staff list.
Note: This functionality is only available to staff assigned as Security Officers ﬁ
Step 1:  Locate the Staff Record for the user:
1 In HICAMS, select Admin.® Security. The HICAMS Security window
displays.
2 In the left panel of the window, select your Security Organization.
3 In the right panel, select the name of the user whose queries need to be
reassigned.
Step 2:  Reassign the Queries

1

Select Reassign Queries from the pop-up menu that displays. The Assign
Queries window displays:

Select the Staff icon. The Staff List window displays.

Using the available filters on the window, enter appropriate information
and click Retrieve.

Select the appropriate user name from the list and click OK. The user name
is populated in the To field.
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5 Click OK. A confirmation window displays:

Assign Queries

©

6 Click YES to continue. The queries are reassigned.

13 0f 13



